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Distillation in Modern ML
Train a small student to imitate the strong teacher

only on what the strong teacher reveals

• The term coined by Hinton-Vinyals-Dean’15
• Take 2× 1200 2 Layer NN
• Query MNIST and obtain softened output distribution
• Train a smaller NN, 2× 800 using it, #error on the test set 146→74
• Large network # error 68

Why has distillation attracted renewed attention?

• Data efficiency: A strong teacher is a synthetic-data generator. 
• Deployment cost: Distillation has been used to build efficient models and to make capable AI faster.
• Vast amount of knowledge to distill: reasoning traces, tool use, ….

Intuition (HVD'15). On a BMW image, the teacher scores truck far above carrot — 10⁻⁶ vs 10⁻⁹. 
That ranking isn't in the label; it's the teacher's learned similarity structure. 
Training the student to reproduce it forces the student's feature space to place BMW near truck and far from carrot.
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From Technique to Attack

The AI industry cares about this attack because of the competitive edge

Why should we care as researchers?

It does not always democratize AI 
it incentivizes labs to 

lock their doors

It accelerates diffusion of 
safety-relevant capabilities

past the safeguards

It motivates us to deepen our 
understanding of reasoning in 

AI

Inspired by the blogpost of Trockman-Savani
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Hiding the reasoning isn't enough
• In this talk, we focus on reasoning traces as a training signal.

• The obvious defense: OpenAI, Google, and Anthropic hide full chain-of-thought or replace it with 
short summaries. That is the industry's current answer to the attack.

Instead of trace rewriting,
modify what the teacher releases at decoding time based on the defense strength.
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Contributions

The Game

Treat it as a game: the teacher 
must stay useful, the student is 
free to get clever. One picture 

gives us both the best attack and 
the best defense.

The adaptive students.

Using our game formulation, we 
revisit antidistillation sampling 
(NeurIPS ’25) and show a clever 
student steals about 50% more of 
the teacher’s skill than the usual 

test reports.

The Cheap Defense

Our game formulation gives rise 
to a a new family of defenses 
with roughly half the cost of 

antidistillation sampling 
(NeurIPS ’25), and with higher 

quality answers.



Outline of the Talk

• Distillation from Technique to Attack

• Game-Theoretic Formulation: Distillation Game

• Adaptive Attack and Cheaper Defense using Distillation Game

• Numerical Results

• Takeaways and Future Work

Any output a teacher releases carries training signal
hiding the reasoning trace does not remove it.
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Three distributions, Two decision makers

𝜋𝑟𝑒𝑓(⋅ |𝑥): 𝒳 → Δ(𝒴)

Undefended teacher

• language model: a rule that turns a prompt into a distribution over possible answers.

• Our formulation has two main players and three main objects:

𝜋𝑟𝑒𝑙(⋅ |𝑥): 𝒳 → Δ(𝒴)

the defended model 
exposed to users

𝜋𝑒𝑓𝑓(⋅ |𝑥): 𝒳 → Δ(𝒴)

distribution induced by 
the student’s reweighting of released outputs

Antidistillation algorithm

Adaptive algorithm used by attacker

Note: 𝜋𝑒𝑓𝑓(⋅ |𝑥) is not the student model, 

it is the effective training data distribution seen by the attacker 



Value Function
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• v : 𝒳×𝒴→ ℝ — how much does training on this (prompt, answer) pair help the student?

• High value: correct, structured reasoning the student can learn from

• Low value: repetitive or off-track, nothing useful to imitate

A gradient-based value, as used in antidistillation sampling  [Savani et al., NeurIPS 2025]

One gradient step on the example: θ₁ = θ₀ + α ∇θ log πstu(y | x; θ₀)

ℒ(θ₁) ≈ ℒ(θ₀) − α · vgrad(x, y) , vgrad(x, y) = − ⟨ ∇ℒ(θ₀) , ∇θ log πstu(y | x; θ₀) ⟩

the first-order drop in the student’s downstream loss (validation loss). 

Example
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Distillation Game

𝜋𝑟𝑒𝑓(⋅ |𝑥): 𝒳 → Δ(𝒴)
Undefended teacher

𝜋𝑟𝑒𝑙(⋅ |𝑥): 𝒳 → Δ(𝒴)
the defended model 

exposed to users

𝜋𝑒𝑓𝑓(⋅ |𝑥): 𝒳 → Δ(𝒴)
distribution induced by 

the student’s reweighting of released outputs

Minimax value of the game
𝑉 𝜖, 𝜌 = min

𝜋𝑟𝑒𝑙∈Π𝜖 𝜋𝑟𝑒𝑓

max
𝜋𝑒𝑓𝑓∈Π𝜌 𝜋𝑟𝑒𝑙

𝔼𝑥∼𝔇𝔼𝑦∼𝜋𝑒𝑓𝑓(⋅|𝑥)[𝑣(𝑥, 𝑦)]

Π𝜖 𝜋𝑟𝑒𝑓 = 𝜋: 𝔼𝑥∼𝔇 𝐾𝐿(𝜋 (⋅ |𝑥)||𝜋𝑟𝑒𝑓(⋅ |𝑥)) ≤ 𝜖 Π𝜌 𝜋𝑟𝑒𝑙 = 𝜋: 𝔼𝑥∼𝔇 𝐾𝐿(𝜋 (⋅ |𝑥)||𝜋𝑟𝑒𝑙(⋅ |𝑥)) ≤ 𝜌

• A game that the attacker may not do vanilla SFT after seeing the output of the defender

• The budgets specify what each player is allowed to do; 𝑣 specifies what the players care about.

• When 𝜌 = 0, we get to passive evaluation: the attacker trains on whatever defender gives!



Outline of the Talk

• Distillation from Technique to Attack

• Game-Theoretic Formulation: Distillation Game

• Adaptive Attack and Cheaper Defense using Distillation Game

• Numerical Results

• Takeaways and Future Work

Any output a teacher releases carries training signal
hiding the reasoning trace does not remove it.

A minimax game: the teacher must stay useful, the student is free to reweight what it sees.



The best response for the defender when 𝜌 = 0, so 𝜋𝑟𝑒𝑙 = 𝜋𝑒𝑓𝑓 [Savani et al., NeurIPS 2025]

Implication 1) Adaptive Attacks
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• The problem of antidistillation using decoding time algorithm introduced by antidistillation sampling  
[Savani et al., NeurIPS 2025]

• We want to cast what they are doing in the language of distillation game

• For Distillation Game, we need to specify value function vgrad(x, y) = − ⟨ ∇ℒ(θ₀) , ∇θ log πstu(y | x; θ₀) ⟩

• They assume that the attacker just use vanilla SFT

𝑉 𝜖, 𝜌 = min
𝜋𝑟𝑒𝑙∈Π𝜖 𝜋𝑟𝑒𝑓

max
𝜋𝑒𝑓𝑓∈Π𝜌 𝜋𝑟𝑒𝑙

𝔼𝑥∼𝔇𝔼𝑦∼𝜋𝑒𝑓𝑓(⋅|𝑥)[𝑣(𝑥, 𝑦)]

𝜋𝑟𝑒𝑙 ∼ 𝜋𝑟𝑒𝑓 exp(−𝜆vgrad(x, y))



Adaptive Attacks
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𝑉 𝜖, 𝜌 = min
𝜋𝑟𝑒𝑙∈Π𝜖 𝜋𝑟𝑒𝑓

max
𝜋𝑒𝑓𝑓∈Π𝜌 𝜋𝑟𝑒𝑙

𝔼𝑥∼𝔇𝔼𝑦∼𝜋𝑒𝑓𝑓(⋅|𝑥)[𝑣(𝑥, 𝑦)]

Our work: best response rule for the attacker

𝜋𝑒𝑓𝑓 ∼ 𝜋𝑟𝑒𝑙 exp(𝜂vgrad(x, y))



Our work: the defender's best response

Implication 2) Better Defenses: Product-of-Experts

• Value function based on vgrad(x, y) = − ⟨ ∇ℒ(θ₀) , ∇θ log πstu(y | x; θ₀) ⟩ is computationally complicated

• We define a new value function

• What is the best response for a defender (teacher) that uses this value function?
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𝑣gap 𝑥, 𝑦 = log 𝜋𝑟𝑒𝑓(⋅ |𝑥) − log 𝜋𝑠𝑡𝑢(⋅ |𝑥)

a response is valuable if the teacher assigns higher probability to it compared to the student

𝜋𝑟𝑒𝑙 ∝ 𝜋𝑟𝑒𝑓 ⋅ exp(−𝜆𝑣𝑔𝑎𝑝(𝑥, 𝑦))

𝜋𝑟𝑒𝑓 ⋅ exp −𝜆 log 𝜋𝑟𝑒𝑓(⋅ |𝑥) − log 𝜋𝑠𝑡𝑢(⋅ |𝑥) ∝ 𝜋𝑟𝑒𝑓
1−𝜆𝜋𝑠𝑡𝑢

𝜆

Product-of-experts mixing at decoding time



How to implement these defense/adaptive attack?
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• We considered two value functions — both of them depend on the unknown student model:

vgrad(x, y) = − ⟨ ∇ℒ(θ₀) , ∇θ log πstu(y | x; θ₀) ⟩

𝑣gap 𝑥, 𝑦 = log 𝜋𝑟𝑒𝑓(⋅ |𝑥) − log 𝜋𝑠𝑡𝑢(⋅ |𝑥)

• How can a defender implement it when it doesn’t know the attacker’s model?

• The prevailing idea is to use a so-called proxy model which can be different from the student 
model.

• To implement policies, we approximate sequence-level tilting by token—level tilting.



Outline of the Talk

• Distillation from Technique to Attack

• Game-Theoretic Formulation: Distillation Game

• Adaptive Attack and Cheaper Defense using Distillation Game

• Numerical Results

• Takeaways and Future Work

Any output a teacher releases carries training signal
hiding the reasoning trace does not remove it.

A minimax game: the teacher must stay useful, the student is free to reweight what it sees.

The student reweights high-value traces; the teacher suppresses them, yielding cheap PoE.



Numerical Results
Setup

• Teacher: DeepSeek-R1-Distill-Qwen-7B

• Proxy (defender-side): Qwen2.5-3B

• Student (attacker): Llama-3.2-3B — all three fixed across datasets and teacher conditions

• Datasets: GSM8K and MATH — both need multi-step reasoning traces

• Teacher types: standard (no defense), ADS, and PoE, sweeping defense strength

• Two students per teacher: passive (trains on traces as released) vs. adaptive (reweights by value)

• Training: LoRA, 3 epochs, rank 128, seq length 2,048; results are mean ± s.e.m. over 3 seeds
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Passive-Adaptive Gap

Takeaway: adaptive evaluation reveals far more leakage than passive, and PoE gets there far cheaper 
than ADS.
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PoE sometimes exhibits different reasoning
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Takeaway: PoE suppresses the distillable signal while keeping the teacher’s reasoning readable.



PoE sometimes exhibits different reasoning
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Takeaway: PoE suppresses the distillable signal while keeping the teacher’s reasoning readable.



Quality of Traces
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Takeaway: PoE keeps traces closer to the undefended teacher in quality than ADS does.



Outline of the Talk

• Distillation from Technique to Attack

• Game-Theoretic Formulation: Distillation Game

• Adaptive Attack and Cheaper Defense using Distillation Game

• Numerical Results

• Takeaways and Future Work

Any output a teacher releases carries training signal
hiding the reasoning trace does not remove it.

A minimax game: the teacher must stay useful, the student is free to reweight what it sees.

The student reweights high-value traces; the teacher suppresses them, yielding cheap PoE.

Adaptive students leak far more; PoE nearly matches ADS while being much cheaper to run.



Takeaways
• The model: a distillation game. Defense is a minimax problem between a teacher that must stay useful 

and a student free to reweight what it receives. Both best responses are exponential tilts by the value of 
an example.

• The evaluation: adaptive students. Passive evaluation overstates robustness. Against state-of-the-art 
defenses, an adaptive student recovers roughly 50% more accuracy on GSM8K and MATH.

• The defense: Product-of-Experts. A forward-pass-only rule that combines the teacher with a proxy 
student: 1.6× teacher time versus 2.9× for ADS, with more readable traces.

• The bar going forward. Strong distillation remains hard to stop; antidistillation should be judged 
against adaptive students, not passive ones, as well as being evaluated across quality and cost.
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arXiv LinkGitHub Repository

A concurrent work that shows defense’s effectiveness 
depends on an explicit threat model


	Default Section
	Slide 1
	Slide 2: Distillation in Modern ML
	Slide 3: From Technique to Attack
	Slide 4: Hiding the reasoning isn't enough
	Slide 5: Contributions
	Slide 6: Outline of the Talk
	Slide 7: Three distributions, Two decision makers
	Slide 8: Value Function
	Slide 9: Distillation Game
	Slide 10: Outline of the Talk
	Slide 11: Implication 1) Adaptive Attacks
	Slide 12: Adaptive Attacks
	Slide 13: Implication 2) Better Defenses: Product-of-Experts
	Slide 14: How to implement these defense/adaptive attack?
	Slide 15: Outline of the Talk
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20: Quality of Traces
	Slide 21: Outline of the Talk
	Slide 22: Takeaways



  × 1200


  × 800


   𝜋  r e f ( ⋅ | x ) : 𝒳 → Δ ( 𝒴 )
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  V  (  𝜖 , 𝜌 ) =     min     𝜋  r e l ∈ Π 𝜖  (   𝜋  r e f ) ⁡          max   𝜋  e f f ∈  Π 𝜌  (   𝜋  r e l ) ⁡        𝔼  x ∼ 𝔇  𝔼  y ∼  𝜋  e f f ( ⋅ | x ) [ v ( x , y ) ]
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   𝜋  r e l ∼  𝜋  r e f   exp ⁡ ( − 𝜆 vgrad(x, y) )
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