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Setup of this talk
Privacy Attacks = Membership Inference Attack (MIA)

Auxiliary Information = Samples from the same population as the training data

How much auxiliary information about population

is necessary to carry-out a membership inference attack?
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MIA on Gaussian Mean Estimation

m
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Mean estimator

Y= (1, ...,Yn)

Prior Work:
When the attacker has the full knowledge of the data distribution,
if the dimension is large and/or the mean estimator is accurate
an informed attacker can carry-out MIA.

Question: What is the minimum m to design an MIA with a similar performance?

There is a critical distinction based on the attacker's knowledge of the data's covariance structure.

In certain setting the number of auxiliary samples any attacker needs is w(n)!
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Current MIAs use auxiliary information about the distribution in very limited ways
1. Compute a generic test statistic distribution-independent.
2. Apply a distribution-dependent threshold
* Find a good threshold by trying your test on some auxiliary data.
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Current MIAs use auxiliary information about the distribution in very limited ways
1. Compute a generic test statistic distribution-independent.
2. Apply a distribution-dependent threshold
* Find a good threshold by trying your test on some auxiliary data.
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This approach requires at most O (n) where n is the number of training samples.

Is this the best approach to use auxiliary information for building a MIA?
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Mean Estimation Setup and Main Question

« Class of Gaussian distributions in R%:
P;={N(,2):u € R*and X € R%*4 js a PD matrix}

* (n, p)-accurate symmetric mean estimator A: For every D € Py, given (Xy, ..., X,) ~ D™ and
1~ AXy, -, Xp) = (— 1 Xi ) with a high probability

la—ulls = ”Z 2(4 - u)” ( %)d —p \/%<p<1

* Minimal MIA for Gaussian mean estimator
False Negative Rate Pr(y(Y™, [, X,) = OUT) = 0.51
True Positive Rate Vi € [n]: Pr(y (Y™, 4,X;) = IN) = 0.51

What is the minimum m as a function of n, d, p such that
for every p-accurate mean estimator with n samples in R,

there exists a strategy for m-sample based MIA that works for every P;?
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* Consider an informed attacker that knows the data distribution: for every (n, p)-accurate
symmetric mean estimator given d = d*(n, p) = n + n®p? an informed attacker can succeed.

Assume d = d*(n, p)

« [DSSUV15] shows that if only the mean vector is unknown

Auxiliary samples= min {n, %} \

Bonus Result:

We show it is optimal!

Main Result: Unknown covariance

Auxiliary samples> n + n®p* = d*(n, p) is necessary.

Implication for practice of MIA

Choosing a distribution-independent test statistics and finding a distribution-dependent threshold

may not be optimal.
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fully-informed attacker to succeed. Then, every sample-based MIA for the Gaussian mean
estimation problem requires m = n + n*p* samples.

Theorem [HSU’25]
Fix n, p, d and assume that d = d*(n, p)2 n + n*p®. Then every sample-based MIA for

Gaussian mean estimation with known covariance requires m = min{n, 1/p?} samples.
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Theorem [HSU’25]

Fixn, p, d, and assume d = d*(n, p) £ n + n*p?, i.e., the dimension is large enough for a
fully-informed attacker to succeed. Then, every sample-based MIA for the Gaussian mean
estimation problem requires m = n + np? samples.

Theorem [HSU’25]
Fix n, p, d and assume that d = d*(n, p)= n + n*p®. Then every sample-based MIA for
Gaussian mean estimation with known covariance requires m = min{n, 1/p?} samples.

2

More generally, for n,m, d, p, there exists an m-sample-based MIA only if d = n + n®p® + % :

Attackers Side Information Conditions under which
about the data distribution an attacker exists

Full Information d = d*(n,p) =n+n?p?

2

1 n
Known Covariance, Unknown Mean d=n+n2p?+ =

Uknown Covariance, Uknown Mean d = d*(n,p) =n+ n?p?
m = n+ n?p?
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Membership Inference Attacks: identity the training samples.
Auxiliary Information: samples from the same population that the training set comes from.
Current paradigm: distribution-free score function and distribution-dependent threshold

* Membership Inference Attack on Gaussian Mean Estimators \/

MIA on Gaussian mean estimators requires Q(n*p?) auxillary samples!
This result challenges the current practice of design of MIAs.
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A==, X; + pZ where Z ~ N(0,%)
Histograms of Z;, and Z,,; (n=600, d=600, tho=0) Histograms of Zi; and Z,,+ (n=100, d=600, rho=0)

0.40 1 0.16 1

0.35 4 0.14 -
0.30 0124
5. 0.25 1 > 0107
& 0.20 & 0.08
0.06 -
0.04 -

0.02

0.00 T —

d = d*(n,p) = n + n?p? an informed attacker can succeed
Lower bound: analysis of this specific algorithm
Upper bound: d = d*(n, p) is enough for every symmetric mean estimators [DSSUV’15]
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l/)NP(XJ ﬁ) = 4 n
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.

1 1 d
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\OUT: <Z_7(X —w), 2 2(4 — ,u)> < c—
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1 1 1 1
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Attempt for MIA 1: Provide an estimate of the covariance
I < 1 Y > <_1 Y >
[s=mei = ]l ~ 1 =i =, 17500 - ) = (70 - 0,275 -

Attempt for MIA 2: Provide an estimate of the inner product in geometry £+

For two fixed vectors wy, w, how many samples from
N(0,%) is required to approximate w{ 2~ w,?

Requires m > Q(d).

Our Result:
Requires m > Q(d).
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Intuition Behind Hard Distributions

f

d
IN: X—w'2 M (g—pw =c—
Ynp(X, 1) =1 "

d
OUT: X -z 1 (p—-p < ¢~
\

What is the intuition behind (X — w)T2" (i — pn)?

It measures meaningful correlation rather than misleading correlation from high variance directions.

Intuition: sample-based MIA may need to find any directions with high variance in the data!

Pak-spiked = (N(0,X) : £ =1;+ o?UUT where U € R¥** with orthonormal columns}

A~ 1
UFRERSEOHRAOREG - - 5,1 + V0.5

Noisy subspace UUT ~

\_

Main Challenge:
We want to show the attacker needs to identify this hidden subspace
How to show it for every sample-based MIA?

~N

J
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Information

Auxiallry Information Y™ = (Y3, ..., V)
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k directions

L A J
| !

Noisy subspace Unit-variance subspace

Fix a mean estimator algorithm. The hardness of MIA is controlled by:

TV(POUT,nl-)
Pourn = ExalPsY™ X)) < ——> P = ER P D]

Main Technical Challenge: Analyzing TV distance between mixtures is challenging.
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Pax-spiked = (N(0,X): £ =1;+ o?UUT where U € R¥** with orthonormal columns}

Noisy subspace U Assume MIA also knows {UUTY;};

uuTy,
Projection onto
noisy subspace

unknown
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R* = directions . . directions d. k. e
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known m

Ia—UUM)Y,

Projection onto
orthogonal subspace ‘ Y : Y :
Noisy subspace Unit-variance subspace
Lemma

/

(mixture) MI problem in R?~2™ where k — m directions of covariance matrix is noisy, i.e.,

m

TV(POUT,Tr”PIN,n) = Tnzpz

P d—2m,(k—m)—spiked S



Step 2: Zero Auxiliary Sample Case



Step 2: Zero Auxiliary Sample Case

Pa—2mi—m—spiked = {N(0,Z) : T =1y, + 02UUT where U € R@~2m*(k=m) with orthonormal columns}

e ® 0



Step 2: Zero Auxiliary Sample Case

Pa—2mi—m—spiked = {N(0,Z) : T =1y, + 02UUT where U € R@~2m*(k=m) with orthonormal columns}

TV (Xy, [1; X4, 1) is the distance between two - g

e ® 0



Step 2: Zero Auxiliary Sample Case

Pa—2mi—m—spiked = {N(0,Z) : T =1y, + 02UUT where U € R@~2m*(k=m) with orthonormal columns}

TV (Xy, [1; X4, 1) is the distance between two - Q

Lemma: Sufficient Statistics for Zero-Side Info. Case

TV (Xo, 15 X1, ) = TV I Xoll, [I2ll, (Xo, @) X4l 121, (X1, @)

e ® 0



Step 2: Zero Auxiliary Sample Case

Pa—2mi—m—spiked = {N(0,Z) : T =1y, + 02UUT where U € R@~2m*(k=m) with orthonormal columns}

TV (Xy, [1; X4, 1) is the distance between two - g

Lemma: Sufficient Statistics for Zero-Side Info. Case

TV (Xo, 15 X1, ) = TV I Xoll, [I2ll, (Xo, @) X4l 121, (X1, @)

Idea: for j € {0,1}, (X}, /i) has the same distribution as (RX}, Rfi) for every rotation matrix R

e ® 0



Step 2: Zero Auxiliary Sample Case

Pa—2mi—m—spiked = {N(0,Z) : T =1y, + 02UUT where U € R@~2m*(k=m) with orthonormal columns}

TV (Xy, [1; X4, 1) is the distance between two - g

Lemma: Sufficient Statistics for Zero-Side Info. Case

TV(XO)ﬁ JX1) ﬁ) — TV(”X()”, ”ﬁ”) (XO) ﬁ)l ”Xl”l ”ﬁ”i (Xli .[Z))

Idea: for j € {0,1}, (X}, /i) has the same distribution as (RX}, Rfi) for every rotation matrix R

Observation: The inner product and norm operators

e ® 0



Step 2: Zero Auxiliary Sample Case

Pa—2mi—m—spiked = {N(0,Z) : T =1y, + 02UUT where U € R@~2m*(k=m) with orthonormal columns}

TV (Xy, [1; X4, 1) is the distance between two - g

Lemma: Sufficient Statistics for Zero-Side Info. Case

TV(XO)ﬁ JX1) ﬁ) — TV(”X()”, ”ﬁ”) (XO) ﬁ)l ”Xl”l ”ﬁ”i (Xli .[Z))

Idea: for j € {0,1}, (X}, /i) has the same distribution as (RX}, Rfi) for every rotation matrix R

Observation: The inner product and norm operators

TV IXoll, 1121, (Xo, @ 11X 11, AN, (X, @) < EITV (X AN (Xo, aNIUUT; AlXA L AL (X2, aNIUUT)]

e ® 0



Step 2: Zero Auxiliary Sample Case

Pa—2mik—m—spiked = {N(0,Z) : T =1y + 02UUT where U € R@-2m*(k=m) wjth orthonormal columns}

TV (X, [1; X4, 1) is the distance between two - g

Lemma: Sufficient Statistics for Zero-Side Info. Case

TV(XO):[Z JX1) ﬁ) — TV(”X()”, ”ﬁ”) (XO) ﬁ)) ”Xl”l ”ﬁ”i (Xlt .['Z>)

Idea: for j € {0,1}, (X}, /i) has the same distribution as (RX}, Rfi) for every rotation matrix R

Observation: The inner product and norm operators

TV IXoll, 1121, (Xo, @ 11X 11, AN, (X, @) < EITV (X AN (Xo, aNIUUT; AlXA L AL (X2, aNIUUT)]

Conditioning on UUT makes the distribution - G

e ® 0



Step 2: Zero Auxiliary Sample Case

Pa—2mi—m—spiked = {N(0,Z) : T =1y, + 02UUT where U € R@~2m*(k=m) with orthonormal columns}

TV (Xy, [1; X4, 1) is the distance between two - g

Lemma: Sufficient Statistics for Zero-Side Info. Case

TV(XO)ﬁ JX1) ﬁ) — TV(”X()”, ”ﬁ”) (XO) ﬁ)l ”Xl”l ”ﬁ”i (Xli .[Z))

Idea: for j € {0,1}, (X}, /i) has the same distribution as (RX}, Rfi) for every rotation matrix R

Observation: The inner product and norm operators

TV Xl 121, (Xo, @) 11X 11, AN, (X, @) < EITV (X AL (Xo, aNIUUT; AlXA L AL (X2, a)I1UUT)]

Conditioning on UUT makes the distribution -

e ® 0



Step 2: Zero Auxiliary Sample Case

Pa—2mi—m—spiked = {N(0,Z) : T =1y, + 02UUT where U € R@~2m*(k=m) with orthonormal columns}

TV (Xy, [1; X4, 1) is the distance between two - Q

Lemma: Sufficient Statistics for Zero-Side Info. Case

TV(XOua ;X1; ﬁ) — TV(”XO”i ”ﬁ“) (XO) ﬁ)l ”Xlllr ”ﬁ”i (Xli ﬁ))
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Technical Steps:
1) TV distance between two random variables perturbed by chi-squared RVs.
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Outline of the Talk

* Membership Inference Attack and Auxiliary Information \/

Membership Inference Attacks: identify the training samples.
Auxiliary Information: samples from the same population that the training set comes from.
Current paradigm: distribution-free score function and distribution-dependent threshold

* Membership Inference Attack on Gaussian Mean Estimators \/

MIA on Gaussian mean estimators requires Q(n*p?) auxillary samples!
This result challenges the current practice of design of MIAs.

e Proof Overview \/

Idea 1: Reduction from m side information case to zero side information case
Idea 2: Sufficient statistics for zero side information case
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Takeaways:

*  We formalize the problem of sample complexity of MIAs.
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   𝜇 ^ =  1 n  ∑  i = 1 n   X i + 𝜌 Z


  Z ∼ N ( 0 , Σ )


  d ≳  d ⋆  (  n , 𝜌 ) ≃ n +  n 2  𝜌 2


  d ≳  d ⋆  (  n , 𝜌 )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


     ‖   Σ  −  1 2 H  Σ  −  1 2 −  I d ‖  o p ≈ 1


   ⟨   H  −  1 2  (  X − 𝜇 ) ,  H  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  ≈  ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


     ‖   Σ  −  1 2 H  Σ  −  1 2 −  I d ‖  o p ≈ 1


   ⟨   H  −  1 2  (  X − 𝜇 ) ,  H  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  ≈  ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  𝒎 ≥ 𝛀  ( 𝒅 ) .


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


     ‖   Σ  −  1 2 H  Σ  −  1 2 −  I d ‖  o p ≈ 1


   ⟨   H  −  1 2  (  X − 𝜇 ) ,  H  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  ≈  ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  𝒎 ≥ 𝛀  ( 𝒅 ) .


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


     ‖   Σ  −  1 2 H  Σ  −  1 2 −  I d ‖  o p ≈ 1


   ⟨   H  −  1 2  (  X − 𝜇 ) ,  H  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  ≈  ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  𝒎 ≥ 𝛀  ( 𝒅 ) .


   w 1 ,  w 2


  N ( 0 , Σ )


   w 1 T  Σ  − 1  w 2


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


     ‖   Σ  −  1 2 H  Σ  −  1 2 −  I d ‖  o p ≈ 1


   ⟨   H  −  1 2  (  X − 𝜇 ) ,  H  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  ≈  ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  𝒎 ≥ 𝛀  ( 𝒅 ) .


  𝒎 ≥ 𝛀  ( 𝒅 ) .


   w 1 ,  w 2


  N ( 0 , Σ )


   w 1 T  Σ  − 1  w 2


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   𝜇 ^ =  1 n  ∑  i = 1    n   X i + N ( 0 , Σ )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


  U  U T  


   𝜇 ^ =  1 n  ∑  i = 1    n   X i + N ( 0 , Σ )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


  U  U T  


   𝜇 ^ =  1 n  ∑  i = 1    n   X i + N ( 0 , Σ )


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   P Σ


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


   S n = (  X 1 , … ,    X n )


   X 0


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


   S n = (  X 1 , … ,    X n )


   X 0


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  k


  d − k


   ℝ d =


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


   S n = (  X 1 , … ,    X n )


   X 0


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  k


  d − k


   ℝ d =


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


   S n = (  X 1 , … ,    X n )


   X 0


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  k


  d − k


   ℝ d =


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


   S n = (  X 1 , … ,    X n )


   X 0


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


   P  O U T , 𝜋 =  𝔼  Σ ∼ 𝜋  [   P Σ  (   Y m ,  𝜇 ^ ,  X 0 ) ]


   P  I N , 𝜋 =  𝔼  Σ ∼ 𝜋  [   P Σ  (   Y m ,  𝜇 ^ ,  X 1 ) ]


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  k


  d − k


   ℝ d =


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


   S n = (  X 1 , … ,    X n )


   X 0


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


   P  O U T , 𝜋 =  𝔼  Σ ∼ 𝜋  [   P Σ  (   Y m ,  𝜇 ^ ,  X 0 ) ]


   P  I N , 𝜋 =  𝔼  Σ ∼ 𝜋  [   P Σ  (   Y m ,  𝜇 ^ ,  X 1 ) ]


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  k


  d − k


   ℝ d =


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


   S n = (  X 1 , … ,    X n )


   X 0


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


   P  O U T , 𝜋 =  𝔼  Σ ∼ 𝜋  [   P Σ  (   Y m ,  𝜇 ^ ,  X 0 ) ]


   P  I N , 𝜋 =  𝔼  Σ ∼ 𝜋  [   P Σ  (   Y m ,  𝜇 ^ ,  X 1 ) ]


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  k


  d − k


   ℝ d =


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


  U  U T  


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   Y i


  U  U T  


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   Y i


  U  U T  Y i


  U  U T  


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   Y i


  U  U T  Y i


    ( I d − U  U T )  Y i


  U  U T  


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   Y i


  U  U T  Y i


    ( I d − U  U T )  Y i


  U  U T  


     {  U  U T  Y i }  i ∈  [ m ]


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   Y i


  U  U T  Y i


    ( I d − U  U T )  Y i


  U  U T  


     {  U  U T  Y i }  i ∈  [ m ]


  m


  k − m


  m


  d − k − m  


   ℝ d =


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 ) ≤    m  n +  n 2  𝜌 2 + T V  (       X 0 ~ ,    𝜇 ^ ~   ‖    X 1 ~ ,    𝜇 ^ ~ )


   Y i


  U  U T  Y i


    ( I d − U  U T )  Y i


  U  U T  


     {  U  U T  Y i }  i ∈  [ m ]


  m


  k − m


  m


  d − k − m  


   ℝ d =


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 ) ≤    m  n +  n 2  𝜌 2 + T V  (       X 0 ~ ,    𝜇 ^ ~   ‖    X 1 ~ ,    𝜇 ^ ~ )


   Y i


  U  U T  Y i


    ( I d − U  U T )  Y i


  U  U T  


     {  U  U T  Y i }  i ∈  [ m ]


  m


  k − m


  m


  d − k − m  


   ℝ d =


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   ℝ  𝒅 − 𝟐 𝒎


  𝒌 − 𝒎


   𝓟  𝒅 − 𝟐 𝒎 , ( 𝒌 − 𝒎 ) − 𝒔 𝒑 𝒊 𝒌 𝒆 𝒅


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ ) = T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ )


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ ) = T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ )


  j ∈  {  0 , 1 }


    ( X j ,  𝜇 ^ )


    ( R X j , R  𝜇 ^ )


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ ) = T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ )


  j ∈  {  0 , 1 }


    ( X j ,  𝜇 ^ )


    ( R X j , R  𝜇 ^ )


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ ) = T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ )


  j ∈  {  0 , 1 }


    ( X j ,  𝜇 ^ )


    ( R X j , R  𝜇 ^ )


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


  T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) ≤ 𝔼  [  T V  (  (  ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ) | U  U T ; (  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) | U  U T ) ]


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ ) = T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ )


  j ∈  {  0 , 1 }


    ( X j ,  𝜇 ^ )


    ( R X j , R  𝜇 ^ )


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


  T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) ≤ 𝔼  [  T V  (  (  ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ) | U  U T ; (  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) | U  U T ) ]


  U  U T


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ ) = T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ )


  j ∈  {  0 , 1 }


    ( X j ,  𝜇 ^ )


    ( R X j , R  𝜇 ^ )


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


  T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) ≤ 𝔼  [  T V  (  (  ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ) | U  U T ; (  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) | U  U T ) ]


  U  U T


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ ) = T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ )


  j ∈  {  0 , 1 }


    ( X j ,  𝜇 ^ )


    ( R X j , R  𝜇 ^ )


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


  T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) ≤ 𝔼  [  T V  (  (  ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ) | U  U T ; (  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) | U  U T ) ]


  U  U T


  Ω  (   n 2  𝜌 2 )

