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Current MIAs use auxiliary information about the distribution in very limited ways
1. Compute a generic test statistic distribution-independent.
2. Apply a distribution-dependent threshold 

• Find a good threshold by trying your test on some auxiliary data.

Shokri R, Stronati M, Song C, Shmatikov V. Membership inference attacks against machine learning models. Carlini N, Chien S, Nasr M, Song S, Terzis A, Tramer F. Membership inference attacks from first principles. 

This approach requires at most 𝑂(𝑛) where 𝑛 is the number of training samples.

Is this the best approach to use auxiliary information for building a MIA?
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Membership Inference Attacks: identify the training samples.
Auxiliary Information: samples from the same population that the training set comes from.
Current paradigm: distribution-free score function and distribution-dependent threshold 
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Attackers Side Information 
about the data distribution

Conditions under which 
an attacker exists

Full Information 𝑑 ≳ 𝑑⋆ 𝑛, 𝜌 ≃ 𝑛 + 𝑛2𝜌2 

Known Covariance, Unknown Mean 𝑑 ≳ 𝑛 + 𝑛2𝜌2 +
𝑛2

𝑚
 

Uknown Covariance, Uknown Mean 𝑑 ≳ 𝑑⋆ 𝑛, 𝜌 ≃ 𝑛 + 𝑛2𝜌2

𝑚 ≳ 𝑛 + 𝑛2𝜌2



Outline of the Talk

• Membership Inference Attack and Auxiliary Information

• Membership Inference Attack on Gaussian Mean Estimators

• Proof Overview

MIA on Gaussian mean estimators requires Ω 𝑛2𝜌2  auxillary samples!
This result challenges the current practice of design of MIAs.

Membership Inference Attacks: identify the training samples.
Auxiliary Information: samples from the same population that the training set comes from.
Current paradigm: distribution-free score function and distribution-dependent threshold 
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Technical Steps:
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Outline of the Talk

• Membership Inference Attack and Auxiliary Information

• Membership Inference Attack on Gaussian Mean Estimators

• Proof Overview

MIA on Gaussian mean estimators requires Ω 𝑛2𝜌2  auxillary samples!
This result challenges the current practice of design of MIAs.

Idea 1: Reduction from m side information case to zero side information case
Idea 2: Sufficient statistics for zero side information case

Membership Inference Attacks: identify the training samples.
Auxiliary Information: samples from the same population that the training set comes from.
Current paradigm: distribution-free score function and distribution-dependent threshold 
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Future Directions:

• Attacker with access to samples to a distribution with a small distance to the population.

• Extending the results to linear regression, binary classification, etc.

• How can we design a better MIAs that can use more auxiliary samples?

• Sample complexity of data reconstruction attacks.


	Default Section
	Slide 1
	Slide 2: 2 Minute Summary of the Talk:  Background Knowledge of Privacy Attacks
	Slide 3: 2 Minute Summary of the Talk:  Background Knowledge of Privacy Attacks
	Slide 4: 2 Minute Summary of the Talk:  Background Knowledge of Privacy Attacks
	Slide 5: 2 Minute Summary of the Talk:  Background Knowledge of Privacy Attacks
	Slide 6: 2 Minute Summary of the Talk:  Background Knowledge of Privacy Attacks
	Slide 7: Main Result: Sample Complexity of MIAs
	Slide 8: Main Result: Sample Complexity of MIAs
	Slide 9: Main Result: Sample Complexity of MIAs
	Slide 10: Main Result: Sample Complexity of MIAs
	Slide 11: Main Result: Sample Complexity of MIAs
	Slide 12: Main Result: Sample Complexity of MIAs
	Slide 13: Main Result: Sample Complexity of MIAs
	Slide 14: Main Result: Sample Complexity of MIAs
	Slide 15: Main Result: Sample Complexity of MIAs
	Slide 16: Outline of the Talk
	Slide 17:  Learning from Data
	Slide 18:  Learning from Data
	Slide 19:  Learning from Data
	Slide 20:  Learning from Data
	Slide 21:  Learning from Data
	Slide 22:  Learning from Data
	Slide 23:  Learning from Data
	Slide 24:  Privacy Attacks
	Slide 25:  Privacy Attacks
	Slide 26:  Privacy Attacks
	Slide 27: Auxiliary Information of Privacy Attacks
	Slide 28: Auxiliary Information of Privacy Attacks
	Slide 29: Auxiliary Information of Privacy Attacks
	Slide 30: Auxiliary Information of Privacy Attacks
	Slide 31: Auxiliary Information of Privacy Attacks
	Slide 32: Auxiliary Information of Privacy Attacks
	Slide 33: Membership Inference Attacks (MIA)
	Slide 34: Membership Inference Attacks (MIA)
	Slide 35: Membership Inference Attacks (MIA)
	Slide 36: Membership Inference Attacks (MIA)
	Slide 37: Membership Inference Attacks (MIA)
	Slide 38: Membership Inference Attacks (MIA)
	Slide 39: Membership Inference Attacks (MIA)
	Slide 40: Membership Inference Attacks (MIA)
	Slide 41: Membership Inference Attacks (MIA)
	Slide 42: How do practical MIAs use auxiliary info?
	Slide 43: How do practical MIAs use auxiliary info?
	Slide 44: How do practical MIAs use auxiliary info?
	Slide 45: How do practical MIAs use auxiliary info?
	Slide 46: How do practical MIAs use auxiliary info?
	Slide 47: How do practical MIAs use auxiliary info?
	Slide 48: How do practical MIAs use auxiliary info?
	Slide 49: Outline of the Talk
	Slide 50: Mean Estimation Setup and Main Question
	Slide 51: Mean Estimation Setup and Main Question
	Slide 52: Mean Estimation Setup and Main Question
	Slide 53: Mean Estimation Setup and Main Question
	Slide 54: Mean Estimation Setup and Main Question
	Slide 55: Mean Estimation Setup and Main Question
	Slide 56: Mean Estimation Setup and Main Question
	Slide 57: Mean Estimation Setup and Main Question
	Slide 58: Overview of Our Results
	Slide 59: Overview of Our Results
	Slide 60: Overview of Our Results
	Slide 61: Overview of Our Results
	Slide 62: Overview of Our Results
	Slide 63: Overview of Our Results
	Slide 64: Overview of Our Results
	Slide 65: Overview of Our Results
	Slide 66: Overview of Our Results
	Slide 67:  Formal Statements
	Slide 68:  Formal Statements
	Slide 69:  Formal Statements
	Slide 70:  Formal Statements
	Slide 71:  Formal Statements
	Slide 72:  Formal Statements
	Slide 73: Outline of the Talk
	Slide 74: Overview of Proof: Informed-Attacker
	Slide 75: Overview of Proof: Informed-Attacker
	Slide 76: Overview of Proof: Informed-Attacker
	Slide 77: Overview of Proof: Informed-Attacker
	Slide 78: Overview of Proof: Informed-Attacker
	Slide 79: Overview of Proof: Attempts for MIA
	Slide 80: Overview of Proof: Attempts for MIA
	Slide 81: Overview of Proof: Attempts for MIA
	Slide 82: Overview of Proof: Attempts for MIA
	Slide 83: Overview of Proof: Attempts for MIA
	Slide 84: Overview of Proof: Attempts for MIA
	Slide 85: Overview of Proof: Attempts for MIA
	Slide 86: Overview of Proof: Attempts for MIA
	Slide 87: Overview of Proof: Attempts for MIA
	Slide 88: Overview of Proof: Attempts for MIA
	Slide 89: Intuition Behind Hard Distributions
	Slide 90: Intuition Behind Hard Distributions
	Slide 91: Intuition Behind Hard Distributions
	Slide 92: Intuition Behind Hard Distributions
	Slide 93: Intuition Behind Hard Distributions
	Slide 94: Intuition Behind Hard Distributions
	Slide 95: Intuition Behind Hard Distributions
	Slide 96: Intuition Behind Hard Distributions
	Slide 97: Intuition Behind Hard Distributions
	Slide 98: Intuition Behind Hard Distributions
	Slide 99: Approach to Prove the Lower Bound
	Slide 100: Approach to Prove the Lower Bound
	Slide 101: Approach to Prove the Lower Bound
	Slide 102: Approach to Prove the Lower Bound
	Slide 103: Approach to Prove the Lower Bound
	Slide 104: Approach to Prove the Lower Bound
	Slide 105: Approach to Prove the Lower Bound
	Slide 106: Approach to Prove the Lower Bound
	Slide 107: Approach to Prove the Lower Bound
	Slide 108: Step 1: Reduction to Zero Auxiliary Sample
	Slide 109: Step 1: Reduction to Zero Auxiliary Sample
	Slide 110: Step 1: Reduction to Zero Auxiliary Sample
	Slide 111: Step 1: Reduction to Zero Auxiliary Sample
	Slide 112: Step 1: Reduction to Zero Auxiliary Sample
	Slide 113: Step 1: Reduction to Zero Auxiliary Sample
	Slide 114: Step 1: Reduction to Zero Auxiliary Sample
	Slide 115: Step 1: Reduction to Zero Auxiliary Sample
	Slide 116: Step 1: Reduction to Zero Auxiliary Sample
	Slide 117: Step 1: Reduction to Zero Auxiliary Sample
	Slide 118: Step 2: Zero Auxiliary Sample Case
	Slide 119: Step 2: Zero Auxiliary Sample Case
	Slide 120: Step 2: Zero Auxiliary Sample Case
	Slide 121: Step 2: Zero Auxiliary Sample Case
	Slide 122: Step 2: Zero Auxiliary Sample Case
	Slide 123: Step 2: Zero Auxiliary Sample Case
	Slide 124: Step 2: Zero Auxiliary Sample Case
	Slide 125: Step 2: Zero Auxiliary Sample Case
	Slide 126: Step 2: Zero Auxiliary Sample Case
	Slide 127: Step 2: Zero Auxiliary Sample Case
	Slide 128: Outline of the Talk
	Slide 129: Takeaways and Future Directions
	Slide 130: Takeaways and Future Directions
	Slide 131: Takeaways and Future Directions
	Slide 132: Takeaways and Future Directions
	Slide 133: Takeaways and Future Directions
	Slide 134: Takeaways and Future Directions
	Slide 135: Takeaways and Future Directions
	Slide 136: Takeaways and Future Directions
	Slide 137: Takeaways and Future Directions
	Slide 138: Takeaways and Future Directions
	Slide 139: Takeaways and Future Directions



   S n = (  X 1 , … ,    X n )


   𝜇 ^


   S n = (  X 1 , … ,    X n )


   𝜇 ^


   S n = (  X 1 , … ,    X n )


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


   S n = (  X 1 , … ,    X n )


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝒎


  𝜔 ( n )


   S n = (  X 1 , … ,    X n )


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝒎


  𝜔 ( n )


   S n = (  X 1 , … ,    X n )


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝒎


  𝜔 ( n )


   S n = (  X 1 , … ,    X n )


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝒟


   S n = (  X 1 , … ,    X n )


   𝜇 ^


  𝒟


   S n = (  X 1 , … ,    X n )


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝒟


   S n = (  X 1 , … ,    X n )


  𝜓 : auxillary   information ×   output   model   ×   data   point →  {  I N , O U T }


    Pr ⁡   (  𝜓  (   Y m ,  𝜇 ^ ,  X 0 ) = O U T ) ≥ 0 . 51


    ∀ i ∈  [ n ] :   Pr ⁡   (  𝜓  (   Y m ,    𝜇 ^ ,  X i ) = I N ) ≥ 0 . 51


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝒟


   S n = (  X 1 , … ,    X n )


  𝜓 : auxillary   information ×   output   model   ×   data   point →  {  I N , O U T }


    Pr ⁡   (  𝜓  (   Y m ,  𝜇 ^ ,  X 0 ) = O U T ) ≥ 0 . 51


    ∀ i ∈  [ n ] :   Pr ⁡   (  𝜓  (   Y m ,    𝜇 ^ ,  X i ) = I N ) ≥ 0 . 51


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝒟


   S n = (  X 1 , … ,    X n )


   X 0


  𝜓 : auxillary   information ×   output   model   ×   data   point →  {  I N , O U T }


    Pr ⁡   (  𝜓  (   Y m ,  𝜇 ^ ,  X 0 ) = O U T ) ≥ 0 . 51


    ∀ i ∈  [ n ] :   Pr ⁡   (  𝜓  (   Y m ,    𝜇 ^ ,  X i ) = I N ) ≥ 0 . 51


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝒟


   S n = (  X 1 , … ,    X n )


   X 0


  𝜓 : auxillary   information ×   output   model   ×   data   point →  {  I N , O U T }


    Pr ⁡   (  𝜓  (   Y m ,  𝜇 ^ ,  X 0 ) = O U T ) ≥ 0 . 51


    ∀ i ∈  [ n ] :   Pr ⁡   (  𝜓  (   Y m ,    𝜇 ^ ,  X i ) = I N ) ≥ 0 . 51


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝒟


   S n = (  X 1 , … ,    X n )


   X 0


  𝜓 : auxillary   information ×   output   model   ×   data   point →  {  I N , O U T }


    Pr ⁡   (  𝜓  (   Y m ,  𝜇 ^ ,  X 0 ) = O U T ) ≥ 0 . 51


    ∀ i ∈  [ n ] :   Pr ⁡   (  𝜓  (   Y m ,    𝜇 ^ ,  X i ) = I N ) ≥ 0 . 51


   𝜇 ^


  m ,


   Y m = (  Y 1 , … ,  Y m )


  𝒟


   S n = (  X 1 , … ,    X n )


   X 0


  𝜓 : auxillary   information ×   output   model   ×   data   point →  {  I N , O U T }


    Pr ⁡   (  𝜓  (   Y m ,  𝜇 ^ ,  X 0 ) = O U T ) ≥ 0 . 51


    ∀ i ∈  [ n ] :   Pr ⁡   (  𝜓  (   Y m ,    𝜇 ^ ,  X i ) = I N ) ≥ 0 . 51


   𝜇 ^


  m ,


   Y m = (  Y 1 , … ,  Y m )


  O ( n )


  n


   ℝ 𝒅


   𝒫 d =  {  𝒩  (  𝜇 , Σ ) : 𝜇 ∈  ℝ d   and   Σ ∈  ℝ  d   × d   is   a   PD   matrix }


  ( 𝒏 , 𝝆 )


  𝓐


  𝒟 ∈  𝒫 d


   (   X 1 , … ,    X n ) ∼  𝒟 n


   𝜇 ^ ∼


  𝒜  (   X 1 , ⋯ ,  X n ) =  A -  (   1 n  ∑  i = 1 n   X i )


     ‖   𝜇 ^ − 𝜇   ‖ Σ 2 =    ‖   Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ‖ 2 2 ≤  (   𝜌 2 +  1 n ) d


   ℝ 𝒅


   𝒫 d =  {  𝒩  (  𝜇 , Σ ) : 𝜇 ∈  ℝ d   and   Σ ∈  ℝ  d   × d   is   a   PD   matrix }


  ( 𝒏 , 𝝆 )


  𝓐


  𝒟 ∈  𝒫 d


   (   X 1 , … ,    X n ) ∼  𝒟 n


   𝜇 ^ ∼


  𝒜  (   X 1 , ⋯ ,  X n ) =  A -  (   1 n  ∑  i = 1 n   X i )


     ‖   𝜇 ^ − 𝜇   ‖ Σ 2 =    ‖   Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ‖ 2 2 ≤  (   𝜌 2 +  1 n ) d


   ℝ 𝒅


   𝒫 d =  {  𝒩  (  𝜇 , Σ ) : 𝜇 ∈  ℝ d   and   Σ ∈  ℝ  d   × d   is   a   PD   matrix }


  ( 𝒏 , 𝝆 )


  𝓐


  𝒟 ∈  𝒫 d


   (   X 1 , … ,    X n ) ∼  𝒟 n


   𝜇 ^ ∼


  𝒜  (   X 1 , ⋯ ,  X n ) =  A -  (   1 n  ∑  i = 1 n   X i )


     ‖   𝜇 ^ − 𝜇   ‖ Σ 2 =    ‖   Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ‖ 2 2 ≤  (   𝜌 2 +  1 n ) d


   ℝ 𝒅


   𝒫 d =  {  𝒩  (  𝜇 , Σ ) : 𝜇 ∈  ℝ d   and   Σ ∈  ℝ  d   × d   is   a   PD   matrix }


  ( 𝒏 , 𝝆 )


  𝓐


  𝒟 ∈  𝒫 d


   (   X 1 , … ,    X n ) ∼  𝒟 n


   𝜇 ^ ∼


  𝒜  (   X 1 , ⋯ ,  X n ) =  A -  (   1 n  ∑  i = 1 n   X i )


     ‖   𝜇 ^ − 𝜇   ‖ Σ 2 =    ‖   Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ‖ 2 2 ≤  (   𝜌 2 +  1 n ) d


   ℝ 𝒅


   𝒫 d =  {  𝒩  (  𝜇 , Σ ) : 𝜇 ∈  ℝ d   and   Σ ∈  ℝ  d   × d   is   a   PD   matrix }


  ( 𝒏 , 𝝆 )


  𝓐


  𝒟 ∈  𝒫 d


   (   X 1 , … ,    X n ) ∼  𝒟 n


   𝜇 ^ ∼


  𝒜  (   X 1 , ⋯ ,  X n ) =  A -  (   1 n  ∑  i = 1 n   X i )


     ‖   𝜇 ^ − 𝜇   ‖ Σ 2 =    ‖   Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ‖ 2 2 ≤  (   𝜌 2 +  1 n ) d


   1   n < 𝜌 < 1


   ℝ 𝒅


   𝒫 d =  {  𝒩  (  𝜇 , Σ ) : 𝜇 ∈  ℝ d   and   Σ ∈  ℝ  d   × d   is   a   PD   matrix }


  ( 𝒏 , 𝝆 )


  𝓐


  𝒟 ∈  𝒫 d


   (   X 1 , … ,    X n ) ∼  𝒟 n


   𝜇 ^ ∼


  𝒜  (   X 1 , ⋯ ,  X n ) =  A -  (   1 n  ∑  i = 1 n   X i )


     ‖   𝜇 ^ − 𝜇   ‖ Σ 2 =    ‖   Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ‖ 2 2 ≤  (   𝜌 2 +  1 n ) d


   1   n < 𝜌 < 1


   ℝ 𝒅


   𝒫 d =  {  𝒩  (  𝜇 , Σ ) : 𝜇 ∈  ℝ d   and   Σ ∈  ℝ  d   × d   is   a   PD   matrix }


  ( 𝒏 , 𝝆 )


  𝓐


  𝒟 ∈  𝒫 d


   (   X 1 , … ,    X n ) ∼  𝒟 n


   𝜇 ^ ∼


  𝒜  (   X 1 , ⋯ ,  X n ) =  A -  (   1 n  ∑  i = 1 n   X i )


     ‖   𝜇 ^ − 𝜇   ‖ Σ 2 =    ‖   Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ‖ 2 2 ≤  (   𝜌 2 +  1 n ) d


    Pr ⁡   (  𝜓  (   Y m ,  𝜇 ^ ,  X 0 ) = O U T ) ≥ 0 . 51


    ∀ i ∈  [ n ] :   Pr ⁡   (  𝜓  (   Y m ,    𝜇 ^ ,  X i ) = I N ) ≥ 0 . 51


   1   n < 𝜌 < 1


   ℝ 𝒅


   𝒫 d =  {  𝒩  (  𝜇 , Σ ) : 𝜇 ∈  ℝ d   and   Σ ∈  ℝ  d   × d   is   a   PD   matrix }


  ( 𝒏 , 𝝆 )


  𝓐


  𝒟 ∈  𝒫 d


   (   X 1 , … ,    X n ) ∼  𝒟 n


   𝜇 ^ ∼


  𝒜  (   X 1 , ⋯ ,  X n ) =  A -  (   1 n  ∑  i = 1 n   X i )


     ‖   𝜇 ^ − 𝜇   ‖ Σ 2 =    ‖   Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ‖ 2 2 ≤  (   𝜌 2 +  1 n ) d


    Pr ⁡   (  𝜓  (   Y m ,  𝜇 ^ ,  X 0 ) = O U T ) ≥ 0 . 51


    ∀ i ∈  [ n ] :   Pr ⁡   (  𝜓  (   Y m ,    𝜇 ^ ,  X i ) = I N ) ≥ 0 . 51


  m


  n , d , 𝜌


  𝜌


  n


   ℝ 𝒅


  m


   𝒫 d


   1   n < 𝜌 < 1


  ( n , 𝜌 )


  d ≳  d ⋆  (  n , 𝜌 ) ≃ n +  n 2  𝜌 2


  ( n , 𝜌 )


  d ≳  d ⋆  (  n , 𝜌 ) ≃ n +  n 2  𝜌 2


  ( n , 𝜌 )


  d ≳  d ⋆  (  n , 𝜌 ) ≃ n +  n 2  𝜌 2


  d ≃  d ⋆  (  n , 𝜌 )


  ( n , 𝜌 )


  d ≳  d ⋆  (  n , 𝜌 ) ≃ n +  n 2  𝜌 2


  ≃   min ⁡   {  n ,  1   𝜌 2 }


  d ≃  d ⋆  (  n , 𝜌 )


  ( n , 𝜌 )


  d ≳  d ⋆  (  n , 𝜌 ) ≃ n +  n 2  𝜌 2


  ≃   min ⁡   {  n ,  1   𝜌 2 }


  d ≃  d ⋆  (  n , 𝜌 )


  ≥ n +  n 2  𝜌 2 ≃  d ⋆  (  n , 𝜌 )


  ( n , 𝜌 )


  d ≳  d ⋆  (  n , 𝜌 ) ≃ n +  n 2  𝜌 2


  ≃   min ⁡   {  n ,  1   𝜌 2 }


  d ≃  d ⋆  (  n , 𝜌 )


  ≥ n +  n 2  𝜌 2 ≃  d ⋆  (  n , 𝜌 )


  ( n , 𝜌 )


  d ≳  d ⋆  (  n , 𝜌 ) ≃ n +  n 2  𝜌 2


  ≃   min ⁡   {  n ,  1   𝜌 2 }


  d ≃  d ⋆  (  n , 𝜌 )


  ≥ n +  n 2  𝜌 2 ≃  d ⋆  (  n , 𝜌 )


  ( n , 𝜌 )


  d ≳  d ⋆  (  n , 𝜌 ) ≃ n +  n 2  𝜌 2


  ≃   min ⁡   {  n ,  1   𝜌 2 }


  d ≃  d ⋆  (  n , 𝜌 )


  ≥ n +  n 2  𝜌 2 ≃  d ⋆  (  n , 𝜌 )


  ( n , 𝜌 )


  d ≳  d ⋆  (  n , 𝜌 ) ≃ n +  n 2  𝜌 2


  ≃   min ⁡   {  n ,  1   𝜌 2 }


  d ≃  d ⋆  (  n , 𝜌 )


   d ⋆  (  n , 𝜌 )  


  n +  n 2  𝜌 2


  m ≳ n +  n 2  𝜌 2


   d ⋆  (  n , 𝜌 )  


  n +  n 2  𝜌 2


  m ≳ n +  n 2  𝜌 2


   d ⋆  (  n , 𝜌 )  


  n +  n 2  𝜌 2


  m ≳ n +  n 2  𝜌 2


  d ≳  d ⋆  (  n , 𝜌 ) ≜  n +  n 2  𝜌 2


  m   ≳   min ⁡ { n ,   1 /  𝜌 2 }


  samples


  d ≳ n +  n 2  𝜌 2 +    n 2 m


   d ⋆  (  n , 𝜌 )  


  n +  n 2  𝜌 2


  m ≳ n +  n 2  𝜌 2


  d ≳  d ⋆  (  n , 𝜌 ) ≜  n +  n 2  𝜌 2


  m   ≳   min ⁡ { n ,   1 /  𝜌 2 }


  samples


  d ≳ n +  n 2  𝜌 2 +    n 2 m


   d ⋆  (  n , 𝜌 )  


  n +  n 2  𝜌 2


  m ≳ n +  n 2  𝜌 2


  d ≳  d ⋆  (  n , 𝜌 ) ≜  n +  n 2  𝜌 2


  m   ≳   min ⁡ { n ,   1 /  𝜌 2 }


  samples


  d ≳ n +  n 2  𝜌 2 +    n 2 m


  d ≳  d ⋆  (  n , 𝜌 ) ≃ n +  n 2  𝜌 2


  d ≳ n +  n 2  𝜌 2 +    n 2 m


  d ≳  d ⋆  (  n , 𝜌 ) ≃ n +  n 2  𝜌 2


  m ≳ n +  n 2  𝜌 2


  Ω  (   n 2  𝜌 2 )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 ^ =  1 n  ∑  i = 1 n   X i + 𝜌 Z


  Z ∼ N ( 0 , Σ )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 ^ =  1 n  ∑  i = 1 n   X i + 𝜌 Z


  Z ∼ N ( 0 , Σ )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 ^ =  1 n  ∑  i = 1 n   X i + 𝜌 Z


  Z ∼ N ( 0 , Σ )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 ^ =  1 n  ∑  i = 1 n   X i + 𝜌 Z


  Z ∼ N ( 0 , Σ )


  d ≳  d ⋆  (  n , 𝜌 ) ≃ n +  n 2  𝜌 2


  d ≳  d ⋆  (  n , 𝜌 )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


     ‖   Σ  −  1 2 H  Σ  −  1 2 −  I d ‖  o p ≈ 1


   ⟨   H  −  1 2  (  X − 𝜇 ) ,  H  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  ≈  ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


     ‖   Σ  −  1 2 H  Σ  −  1 2 −  I d ‖  o p ≈ 1


   ⟨   H  −  1 2  (  X − 𝜇 ) ,  H  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  ≈  ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  𝒎 ≥ 𝛀  ( 𝒅 ) .


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


     ‖   Σ  −  1 2 H  Σ  −  1 2 −  I d ‖  o p ≈ 1


   ⟨   H  −  1 2  (  X − 𝜇 ) ,  H  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  ≈  ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  𝒎 ≥ 𝛀  ( 𝒅 ) .


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


     ‖   Σ  −  1 2 H  Σ  −  1 2 −  I d ‖  o p ≈ 1


   ⟨   H  −  1 2  (  X − 𝜇 ) ,  H  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  ≈  ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  𝒎 ≥ 𝛀  ( 𝒅 ) .


   w 1 ,  w 2


  N ( 0 , Σ )


   w 1 T  Σ  − 1  w 2


   𝜓  NP  (  X ,  𝜇 ^ ) =  {      I N :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ > c  d n    O U T :      ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ < c  d n


   𝜇 0 =  1 m  ∑  i = 2  m + 1   Y i


   ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩ ≈  ⟨   Σ  −  1 2  (  X −  Y 1 ) ,  Σ  −  1 2  (   𝜇 ^ −  𝜇 0 ) ⟩


   Σ  − 1


     ‖   Σ  −  1 2 H  Σ  −  1 2 −  I d ‖  o p ≈ 1


   ⟨   H  −  1 2  (  X − 𝜇 ) ,  H  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  ≈  ⟨   Σ  −  1 2  (  X − 𝜇 ) ,  Σ  −  1 2  (   𝜇 ^ − 𝜇 ) ⟩


  𝒎 ≥ 𝛀  ( 𝒅 ) .


  𝒎 ≥ 𝛀  ( 𝒅 ) .


   w 1 ,  w 2


  N ( 0 , Σ )


   w 1 T  Σ  − 1  w 2


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   𝜇 ^ =  1 n  ∑  i = 1    n   X i + N ( 0 , Σ )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


  U  U T  


   𝜇 ^ =  1 n  ∑  i = 1    n   X i + N ( 0 , Σ )


   𝜓  NP  (  X ,  𝜇 ^ ) =  {        I N :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) ≥ c  d n    O U T :        (  X − 𝜇 ) T  Σ  − 1  (   𝜇 ^ − 𝜇 ) < c  d n


     (  𝑿 − 𝝁 ) 𝑻  𝜮  − 𝟏  (   𝝁 ^ − 𝝁 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


  U  U T  


   𝜇 ^ =  1 n  ∑  i = 1    n   X i + N ( 0 , Σ )


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   P Σ


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


   S n = (  X 1 , … ,    X n )


   X 0


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


   S n = (  X 1 , … ,    X n )


   X 0


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  k


  d − k


   ℝ d =


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


   S n = (  X 1 , … ,    X n )


   X 0


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  k


  d − k


   ℝ d =


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


   S n = (  X 1 , … ,    X n )


   X 0


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  k


  d − k


   ℝ d =


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


   S n = (  X 1 , … ,    X n )


   X 0


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


   P  O U T , 𝜋 =  𝔼  Σ ∼ 𝜋  [   P Σ  (   Y m ,  𝜇 ^ ,  X 0 ) ]


   P  I N , 𝜋 =  𝔼  Σ ∼ 𝜋  [   P Σ  (   Y m ,  𝜇 ^ ,  X 1 ) ]


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  k


  d − k


   ℝ d =


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


   S n = (  X 1 , … ,    X n )


   X 0


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


   P  O U T , 𝜋 =  𝔼  Σ ∼ 𝜋  [   P Σ  (   Y m ,  𝜇 ^ ,  X 0 ) ]


   P  I N , 𝜋 =  𝔼  Σ ∼ 𝜋  [   P Σ  (   Y m ,  𝜇 ^ ,  X 1 ) ]


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  k


  d − k


   ℝ d =


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 )


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   has   orthonormal   columns }  


   S n = (  X 1 , … ,    X n )


   X 0


   𝜇 ^


   Y m = (  Y 1 , … ,  Y m )


   P  O U T , 𝜋 =  𝔼  Σ ∼ 𝜋  [   P Σ  (   Y m ,  𝜇 ^ ,  X 0 ) ]


   P  I N , 𝜋 =  𝔼  Σ ∼ 𝜋  [   P Σ  (   Y m ,  𝜇 ^ ,  X 1 ) ]


  𝜋


   𝒫  d , k − spiked


  Σ ∼


  𝜋


   P Σ = 𝒩 ( 0 , Σ )


   P Σ


  k


  d − k


   ℝ d =


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


  U  U T  


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   Y i


  U  U T  


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   Y i


  U  U T  Y i


  U  U T  


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   Y i


  U  U T  Y i


    ( I d − U  U T )  Y i


  U  U T  


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   Y i


  U  U T  Y i


    ( I d − U  U T )  Y i


  U  U T  


     {  U  U T  Y i }  i ∈  [ m ]


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   Y i


  U  U T  Y i


    ( I d − U  U T )  Y i


  U  U T  


     {  U  U T  Y i }  i ∈  [ m ]


  m


  k − m


  m


  d − k − m  


   ℝ d =


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 ) ≤    m  n +  n 2  𝜌 2 + T V  (       X 0 ~ ,    𝜇 ^ ~   ‖    X 1 ~ ,    𝜇 ^ ~ )


   Y i


  U  U T  Y i


    ( I d − U  U T )  Y i


  U  U T  


     {  U  U T  Y i }  i ∈  [ m ]


  m


  k − m


  m


  d − k − m  


   ℝ d =


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


  T V  (     P  O U T , 𝜋 ‖  P  I N , 𝜋 ) ≤    m  n +  n 2  𝜌 2 + T V  (       X 0 ~ ,    𝜇 ^ ~   ‖    X 1 ~ ,    𝜇 ^ ~ )


   Y i


  U  U T  Y i


    ( I d − U  U T )  Y i


  U  U T  


     {  U  U T  Y i }  i ∈  [ m ]


  m


  k − m


  m


  d − k − m  


   ℝ d =


   𝒫  d , k − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I d +    𝜎 2 U  U T   where   U   ∈    ℝ  d × k   with   orthonormal   columns }  


   ℝ  𝒅 − 𝟐 𝒎


  𝒌 − 𝒎


   𝓟  𝒅 − 𝟐 𝒎 , ( 𝒌 − 𝒎 ) − 𝒔 𝒑 𝒊 𝒌 𝒆 𝒅


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ ) = T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ )


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ ) = T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ )


  j ∈  {  0 , 1 }


    ( X j ,  𝜇 ^ )


    ( R X j , R  𝜇 ^ )


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ ) = T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ )


  j ∈  {  0 , 1 }


    ( X j ,  𝜇 ^ )


    ( R X j , R  𝜇 ^ )


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ ) = T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ )


  j ∈  {  0 , 1 }


    ( X j ,  𝜇 ^ )


    ( R X j , R  𝜇 ^ )


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


  T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) ≤ 𝔼  [  T V  (  (  ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ) | U  U T ; (  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) | U  U T ) ]


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ ) = T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ )


  j ∈  {  0 , 1 }


    ( X j ,  𝜇 ^ )


    ( R X j , R  𝜇 ^ )


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


  T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) ≤ 𝔼  [  T V  (  (  ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ) | U  U T ; (  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) | U  U T ) ]


  U  U T


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ ) = T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ )


  j ∈  {  0 , 1 }


    ( X j ,  𝜇 ^ )


    ( R X j , R  𝜇 ^ )


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


  T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) ≤ 𝔼  [  T V  (  (  ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ) | U  U T ; (  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) | U  U T ) ]


  U  U T


   𝒫  d − 2 m , k − m − spiked =    {  𝒩 ( 0 , Σ )   :   Σ   =  I  d − 2 m +    𝜎 2 U  U T   where   U ∈  ℝ  ( d − 2 m ) × ( k − m )   with   orthonormal   columns }  


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ ) = T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ )


  j ∈  {  0 , 1 }


    ( X j ,  𝜇 ^ )


    ( R X j , R  𝜇 ^ )


  T V  (   X 0 ,  𝜇 ^   ;  X 1 ,  𝜇 ^ )


  T V  (   ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ;  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) ≤ 𝔼  [  T V  (  (  ‖   X 0 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 0 ,  𝜇 ^ ⟩ ) | U  U T ; (  ‖   X 1 ‖ ,  ‖   𝜇 ^ ‖ ,  ⟨   X 1 ,  𝜇 ^ ⟩ ) | U  U T ) ]


  U  U T


  Ω  (   n 2  𝜌 2 )

